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Enterprise, IT and Information
Security Governance Relationships




Enterprise, IT and Information
Security Governance Relationships




Information Security Governance

Framework

Stakeholders and drivers
Customers Board Regulators
R S— S—  E—
CEC  Organisational strategy Security
governance
CIO/CISO _
ceo oecurity strategy Security

management

Line  Security plans
management

Employees and  ggeyrity operations
seryice pmwders

Provide oversight
(accountable to Board)

Set security strategy,
policy, procedures,
training

Implement strategy,
policy, procedures,
training

Monitor for and respond
to incidents

Manage security
infrastructure



From ITILv2Z to ITILvV3

ITIL v2 Publication Framework



From ITILv2Z to ITILvV3
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ITIL v2 Publication Framework

ITIL v3 Service Lifecycle



iISMF International

The IT Mervice Managemeni Forum

Service Strategy
Service Design
Service Transition

Service Operation

Continual Service Improvement
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The Fortress Mentality

Country in which there are precipitous cliffs with
torrents running between, deep natural
hollows, confined places, tangled thickets,
quagmires and crevasses, should be left with
all possible speed and not approached.

SUN T2V
THE ART OF'WAR
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The Fortress Mentality

In past centuries, armies built
fortresses as a major part of their
military strategy.

Fortresses had different
architectures, defense features,
and so forth, and for a while they
worked.

Then came the advent of more
powerful weaponry.

Troops that stayed inside
fortresses eventually became
sitting ducks.

Fortresses are now not much
more than items of curiosity in the
twenty-first century.
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Traditional Approach to Security:

m‘'We want to prevent attacks from
succeeding”. With this approach, to be secure
means to be invulnerable.
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Traditional Approach to Security:

m‘We want to prevent attacks from
succeeding”. With this approach, to be secure
means to be invulnerable.

mAn incident I1s any loss of confidentiality,
iIntegrity or availability.
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Traditional Approach to Security:

m‘We want to prevent attacks from
succeeding”. With this approach, to be secure
means to be invulnerable.

mAn incident Is any loss of confidentiality,
Integrity or availability.

mYou look at a piece of data and think: Is it
confidential, has it got integrity, is it available?
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ISM3 Approach

m‘We want to guarantee that our business
goals are met’. With this approach, to be
secure means to be reliable, despite attacks,
accidents and errors.
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ISM3 Approach

m‘We want to guarantee that our business
goals are met’. With this approach, to be
secure means to be reliable, despite attacks,
accidents and errors.

mAn Incident is a failure to meet a security
objective resulting from accidents, errors or
attacks.
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ISM3 Approach

m‘We want to guarantee that our business
goals are met’. With this approach, to be
secure means to be reliable, despite attacks,
accidents and errors.

mAn incident is a failure to meet a security
objective resulting from accidents, errors or
attacks.

mUsing ISM3 you look at a piece of data and
think: What properties of this data must be
protected for it to have business value?
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Traditional Approach

MANAGEMENT FOCUS

L’ Business Goals/ Mission

Contribute towards attaining...

Services / Products

Used to Deliver...

Assets

Controls (e.g. Authentication) used for
protection of ...

TECHNICAL FOCUS
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ISM3 Business Focus

MANAGEMENT FOCUS

\_* Business Goals/ Mission

Depends on

v

L* Business Objectives

Which resilience depends on

v

\_* Security Objectives

Attained using Security Processes

TECHNICAL FOCUS
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Our Disaster Recovery Plan
Goes Something Like This...




Business Continuity Management:

Standards and Guidelines

BCI GPG (BCM — UK)

HB 221 (BCM — Aus & NZ)

HB 292 (BCM — Aus & NZ)
)

PAS77/BS 25777 (ITSC - UK)
NIST 800-34 (ITSC - USA)
ISO 27001 (IS -International)

BSI 100-2 (IS - Germany) « HB 293 (BCM — Aus & NZ
COBIT 4 (IT - USA) « APS 232 (BCM — Aus & NZ)
ITIL2 & 3 (IT — UK) « TR 19 (BCM —-Singapore)
BS ISO IEC 24762 (DR — « NFPA 1600 (EM — USA)
International « FEMA 141 (EM — USA)
BS 25999 (BCM - UK) « 1SO PAS 22399 (EM/BCM —
International)
- Basel

« Sarbanes Oxley



Business Continuity Management:
Standards and Guidelines

PAS77/BS 25777 (ITSC - UK)
NIST 800-34 (ITSC - USA)
ISO 27001 (IS -International)
BSI 100-2 (IS - Germany)
COBIT 4 (IT - USA)

ITIL 2 & 3 (IT — UK)

BS ISO IEC 24762 (DR —
International

BS 25999 (BCM - UK)

BCl GPG (BCM — UK)

HB 221 (BCM — Aus & NZ)
HB 292 (BCM — Aus & NZ)
HB 293 (BCM — Aus & NZ)
APS 232 (BCM — Aus & NZ)
TR 19 (BCM —Singapore)
NFPA 1600 (EM — USA)
FEMA 141 (EM — USA)

ISO PAS 22399 (EM/BCM —
International)

Basel Il
Sarbanes Oxley
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British Standar

He=ad Office

388 Chiswick High Roa
London W4 4AL
Telephone: +44(0)20 899
Fax: +44(0720 8996 7001

www bsi-global .com

Version 6.1

T
| -‘- Version 6. 1
LA .. =

LR

— DPC: 0630139869 DO
British Standards

Head Office

389 Chiswick High Road
London W4 4aL

Telephione: +44(0120 G505 G000 e 72 Y O
Fam: +44{0120 8996 7001 Date: 23 June 2006
www.bsi-global com Crrigin: Mational

Latest date for rec

DJ‘JE I'\J"‘LHE':I"\IJ'J faratanlal

Latest date for receipt of comments: 31 Augost 2006 Project no.: 2005/02478
Responsible committee:  BCM/|

Interested committees:

30139869 DC

2006
tional

: 2005/02478

BS 25999-1 Code of practice for business continuity management

Title: DPC BS

Supersession information: If this document is published as a standard, the UK implementation of it will
supersede NOMNE and partially supersede NOMNE . If you are aware of a current national standard which

may be affected, please notify the content developer {contact details below).
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Governance and “Standards”

Corporate
Governance
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Governance and “Standards”

Corporate
Governance
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Governance and “Standards”

Corporate
Governance

IT
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Governance and “Standards”

Corporate
Governance
IT
} IL/ISO 2000 Governance
A kS T e
r'llll
Fi
/ 1SO 17799/27001 InfoSecurity
/ Governance
/ NIST 800-53, FIPS 200

INFORMATLON
____________ SECURITY

MANAGEMENT =

conrerencc I AN




Achieving upward compliance

k)

via_ “standards’ . __

IS0 27001 compliance should
prove ITIL/ISO 20000
compliance for Security
Management

ISO 17799/27001
NIST 800-53, FIPS 200

MANAGEMENT &

CONFEREMCE L




Achieving upward compliance

1)

via_“standards’ ..

ISO 27001
compliance
very likely
ensures CobiT
compliance
for security-
related control [ o
 ArORIT
objectives gy CO F'J___r._._l

r ITIL/ISO 20000

\

ISO 27001 compliance should
prove [TIL/ISO 20000
compliance for Security
Management

I1SO 17799/27001
NIST 800-53, FIPS 200
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Achieving upward compliance

via_ “standards’

ISO 27001
compliance
very likely
ensures CobiT
compliance
for security-
related control
objectives

------- lITIL or ISO 20000 compliance
very likely ensures CobiT

compliance for most IT
processes

ISO 27001 compliance should
prove ITIL/ISO 20000
compliance for Security
Management

e
MANAGEMENT

conrerenc: TN A




Achieving upward compliance

7]

via_‘standards’ . __

CobiT compliance very likely
ensures COSO compliance for

IT

ISO 27001
compliance
very likely
ensures CobiT
compliance COSE
for security-
related control

----- lITIL or ISO 20000 compliance

objectives very likely ensures CobiT
compliance for most IT
ft processes
A
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ISO 27001 compliance should
prove ITIL/ISO 20000
compliance for Security
Management

ISO 17799/27001
NIST 800-53, FIPS 200
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Achlevmg upwarc compllance

COSO compliance
supports SOX
compliance with
internal control
aquirements

«01T compliance very likely
ensures COSO compliance for

ISO 27001

compliance IT

very likely

ensures CobiT

compliance

for security-

related control b & —TT T T IITIL or ISO 20000 compliance

objectives f ' | very likely ensures CobiT
— compliance for most IT

processes

TIL/IS® 20000

A

SO 27001 compliance should

prove ITIL/ISO 20000
compliance for Security

Management

/ ISO 17799/27001
NIST 800-53, FIPS 200

Ll I .
MANAGEMENT
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Sea of Regulations and Standards
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How CobiT Relates to
Frameworks and

Standards

Strategic

Process Control

Process Execution

Work Instruction
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How CobiT Relates to
Frameworks and

Standards

Strategic

Process Control

Process Execution

Work Instruction
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Miks auditist?

Audit on IT juhtimises oluliseks instrumendiks:

— Mittevastavuste digeaegne avastamine voimaldab
korrigeerivate ja preventiivsete toimingute abil
leevendada IT riske

— IT toimimise parendamine
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The Audit Function

 The audit is to examine and to assure.

« The nature of auditing differs according to the subject
under examination.

 Audits can be
— Internal,

— external, and
— audits of information systems. 6\( C/\



Internal versus External Auditing

* In an internal audit a company’s own accounting
employees perform the audit.

« Accountants working for an independent firm
normally perform the external audit.




External Audits

» External auditing: Objective is that in all material
respects, financial statements are a fair
representation of organization’s transactions
and account balances.

» Sarbanes-Oxley Act
» efc
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Internal Audits

» Internal auditing: independent appraisal function
established within an organization to examine
and evaluate its activities as a service to the
organization

» Financial Audits

» Operational Audits

» Compliance Audits

» Fraud Audits

» IT Audits
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IT Security

IT Security is

... Not an event
...Not a milestone
... Not a Technology
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IT Security

IT Security is
... Not an event
...Not a milestone
... Not a Technology

IT Security is a process
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I'T Audits

» |'T audits: provide audit services where
processes or data, or both, are embedded in
technologies.

» Subject to ethics, guidelines, and standards of the
profession (if certified)
» CISA
» Most closely associated with ISACA
» Joint with internal, external, and fraud audits
» Scope of IT audit coverage is increasing
» |IT governance as part of corporate governance
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Information Systems Auditing

* Information systems auditing or electronic data
processing (EDP) auditing involves evaluating
the computer’s role in achieving audit and control
objectives.

* The AIS components of a computer-based AlS
are people, procedures, hardware, data
communications, software and databases.

 These components are a system of interacting
elements.
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Information Systems Audit Process

NO
Audit around

s system the computer

large and
complex?

YES
Audit through
the computer

Preliminary review
of information
systems controls

YES
Audit through
the computer

Review general and
application controls

Perform compliance
tests of computer
controls

v

NO
Audit around the computer

q

Perform substantive
test of account
balances
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Fraud Audits

» Fraud audits: provide investigation services
where anomalies are suspected, to develop
evidence to support or deny fraudulent
activities.

» Auditor is more like a detective

» No materiality
» Goal is conviction, if sufficient evidence of fraud
exists

48



Evaluating the Effectiveness of IT
Controls Risk Assessment

« External auditor’'s main objective in reviewing information
systems control procedures is to evaluate the risks to the
integrity of accounting data.

* |Information Systems Risk Assessment is a method for
evaluating the desirability of IT-related controls for a
particular aspect of business risk.




ISO/IEC 27000 Family Review

Specific standards and guidelines
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Structure of ISO/IEC
27002:2005 (1SO/IEC 17799)

Security clauses
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Auditeerimisprotsess



Eriti lGhike auditikoodeks

* Auditeerimine pole monus —
eritl auditeeritavale

 Mdlemad osapooled, nii auditeerija kui ka
auditeeritav peavad teadma mitte ainult
seda,
mida teha, vaid ka seda,
mida mitte teha
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"Hirm auditi ees”

 Auditeeritav:
Ara lase ennast tabada
“plksid rebadel”

* Auditeeritaval on auditist
kasu —
KUI AUDIT ON TEHTUD
KORREKTSELT
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Auditeerimise tehnikad

Plaanimine
Kontroll-listid

Auditi tahelepanekud
Auditi raportid
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Auditi eesmark

Auditi eesmargiks on

objektiivsete andmete kogumine selleks, et
anda pohjendatud hinnang

auditeeritavate stuisteemide seisundile
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Auditi tubid

 Siseaudit
 Valisaudit
— Teine osapool:
 Klient auditeerib teenuse pakkujat

— Kolmas osapool:
 Audiitoriks on soltumatu organisatsioon

o7



Auditi alamtulbid

Vastavusaudit
— vastavus standarditele reeglitele, kordadele jne

Siisteemiaudit
Protsessiaudit
Tooteaudit

Compliance Audit

System Audit System Audit

Process Audit Process Audit

Product Audit Product Audit
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Typical Audit System

; . Evaluate L
De;:r;e;,‘;idlt. Gather data evidence o F|nd|ngs 5 Review and
Sc‘;pe ' and/or other and > ”992“"6 Yes Prepare report —»|  submit w orking
Objectives evidence decide f paper
7'y
Yes No \ 4
Audit finding Review and
report submit report
finding
No
v
Last audit Yes
Report object |
?
No Management
Auditor Representative
Function Function
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Definitsioonid: “kes”

 audiitor — isik, kellel on vajalik
kvalifikatsioon ja kes viib labi auditi

* klient — auditit telliv isik vOI
organisatsioon; siseauditi puhul — ettevotte
juhtkond

» auditeeritav — organisatsioon, stisteem,
toode vOi isik, mida/keda auditeeritakse
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Definitsioonid: “mis”

* Tahelepanek — vaide auditeerimisel leitud
mittevastavuste kohta

 Toendus — informatsioon auditeeritava
objekti kohta, mida on voimalik toestada

» Mittevastavus — auditeeritava objekti
erinevus nouetest
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Auditi faasid

Auditi plaanimine ja ettevalmistamine
Auditi [abiviimine

Auditi tulemuste aruanne (raport)
Korrigeerivate toimingute maaratlemine
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Standard Four Phases

Succesful Internal

Auditing
Preparation Performance Reporting Follow -up
| , | , Recording Verification of
Select team Opening Meeting Nonconformances Corrective &
Preventive Actions

Audit Manual L Results )

Evalustion Interview ing Evaluation Re-Audit

Audit R )
Schedule P eports
Discussion
Closing
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Auditi kava

Sissejuhatav kohtumine

Info kogumine

Mittevastavuste registreerimine
Mittevastavuste hindamine
Nouetele vastavuse maaratlemine
Tahelepanekute fikseerimine
Kokkuvottev/Idpetav kohtumine
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Toendus

Pole mojutatud emotsioonidest ja/voi
eelarvamustest

Pohineb vaatlusel
On verbaalne voi dokumenteeritud
On verifitseeritav
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Auditi vajadus

Preventiivnhe toiming, leida
probleemid varakult

Juhtkonnale vajalik
kontrollimehhanism

Tagada slsteemide t00 nOuete
vastavalt

Organisatsiooni parendamise
mehhanism
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Audit peab olema

e avatud
* aus
 konstruktiivhe

Auditeeritavale on audit alati kasulik
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Audiitorid pole

Ebaausad
Uliaktiivsed
Urgitsejad

Inkvisiitorid
Politsel
Karistus meie pattude eest
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Auditi programm

« Tagab, et slisteemid rahuldavad
dokumenteeritud ndudeid

« Tagab, et dokumenteeritud nduded on
praktilised, arusaadavad ja et neid
jargitakse ariprotsessis

» Tagab auditi tulemuste fikseerimise —
mittevastavused, korrektiivsed ja
preventiivsed meetmed
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Vastavusaudit
(Complience Audit)



Vastavusauditid

e Vastavusaudit kontrollib ettevotte

susteemide vastavust auditi aluseks
olevale standardile

 Uldiselt on koik auditid suuremal voi
vahemal méaaral vastavusauditid

— Naiteks, ka tooteauditi puhul maaratletakse
vastavust spetsifikatsioonile, joonisele jmt
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Susteemiaudit
(Systems Audit)



Silsteemiaudit

o Susteemiaudit kasitleb ettevotet
susteemsel tasemel

— naiteks, ettevotte susteemide interaktsioon
* TUUpilised susteemiauditid:

— Dokumentide kontroll

— Testimisvahendid

— Seirevahendid (monitooring)

— Rundetorjevahendid
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Protsessiaudit
(Process Audit)



Protsessiaudit

Protsessiaudit valideerib ettevotte protsesse

Protsessid on (enamasti) slisteemi osad — seega
protsessiaudit on slisteemiauditi osa

Protsessiaudit on sageli sGisteemiauditi osa, kuid
siseaudit vOib auditeerida ka moningaid
protsesse eraldi

Oluline on valideerida protsesside
Interaktsioonide tohusust
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Tooteaudit
(Product Audit)



Tooteaudit

* Tooteaudit maaratleb, kas (I6pp)toode voi
teenus vastab tema kasutuseesmarkidele,
st. kas toode/teenus vastab nduetele

* Tooteauditi voib teha:

— klient
— harva ka siseaudit
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Mida auditeeritakse?



The Famed Document Pyramid

Defines Policy,
Djective and

Aooroach
[ Mo S0 Cific)

Ity
AssLronCe
rACInL

D=fines Who, Whot
Tier 2 Policies & Procedurss anc] When

DEF'DIHTTIEFIT Procluct &

Tier 3 Specific Process
|n3FT:|m,:ﬁDn3 Cocuments & ANSwErs HOw

Instructions

Tier 4 Fomms & Togs Objecfive Evidence The Results
Reconds

Tier s A HoC, Tetnpordry Documents
Eig.: Dot caolle ction sheets rccle for 3oe cicl investigotions cind
te rrgpcrciry rnce ricil icke ntity toags.

Tier 1
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ISO/QS-9000
Quality Management System

Dokumenteeri, mis teed

Tee vastavalt dokumentatsioonile
Registreeri, mis teed (jalg)

Say what you do and do what you say
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SAY WHAT YOU DOx

Buikding & Framosark of IT comrols.
podcim At procoduiras
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1ISO 9001:2000

Quality system.
Say what you do.
Do what you say.
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Protseduurid ja sUsteemid

Say What You Do! Do What You Say!
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Protseduurid ja sUsteemid

Say What You Do! Do What You Say!

Check What is Done!
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Dokumentatsiooni roll:

o Susteemi dokumentatsioon
—vs. NOUDED

* Mis sisaldub standardites jt dokumentides

—vs. OBJEKTIIVSED LEIUD
* Mis tegelikult toimub
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Detailid



Keerulised arisuhted

CUSTOMERSSUPPLIER MAP - PHOTOGRAPHICS MPORTER - MaREHOUSE OPERATIONS

ULTMATE Pro®ssional :
Amateur photagraphers photographers Film proceszing
laboratories
Ettevote el 2
I i Photograph ic retailers
eksisteeri ﬁT
I MMWEDLATE v
vaakumis. '
0g . Company product
Seosed on nii dﬂeﬂgﬂ;rmﬁlesfnrderpm@esang managemenit Aechnical dept

ettevotte —— *l v ¥ *

sees kui ka

. ands picking padkin Goods storage Goods recsiwn
valiste Sdeapmeh mcion | P smoton "’ soton
pa rtnentega all warehouse Ee-::tli-:-ns

SUPPLIER S T '

Camiers - incoming goods

Packaging matenals suppliers ' Company data processing dept

Carmiers - outgoing goods

hiaterial= handling equipment supplers




Olulised ja kriitilised protsessid

* Olulised protsessid

— protsessid, mis tagavad organisatsiooni oluliste
funktsioonide taitmise

— on otseselt seotud kliendihuvide ja nGuete
tagamisega
 Kriitilised protsessid
— oluliste protsesside alamhulk

— protsessid, mis tagavad organisatsiooni eluliste
funktsioonide taitmise,
st. nende protsesside katkemine parsib
organisatsiooni jatkusuutlikkuse
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Vastutused



Kliendid vastutavad

Maaratlevad auditi eesmargid ja
vajadused ning algatavad
auditeerimisprotsessi

Maaratlevad auditeeriva organisatsiooni
Maaratlevad auditi Gldskoobi
Saavad auditi raporti

Maaratlevad korrigeerivad toimingud
(vajaduse korral)
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Audiitorid vastutavad

Vastavus auditi nGuetega

Auditi plaan

Leidude dokumenteerimine
Auditi tulemuste raport (aruanne)

Korrigeerivate tomingute tohususe
verifitseerimine
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Auditeeritavad vastutavad

Too6tajate informeerimine auditi eesmarkidest ja skoobist
Vastutavate isikute maaramine audiitoritega kohtumiseks

Ressursside eraldamine audiitoritele nende t66
toimivuse ja tbhususe tagamiseks

Tagada audiitorite ligipaas koigile vajalikele materjalidele
ja isikutele

Koostd6 audiitoritega auditi eesmarkide saavutamiseks
Korrigeerivate toimingute maaratlemine ja algatamine
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Audiitori omadused

Haridus M
Kogemus
Koolitus
Padevus _
Suhtlemisoskus

-

« Uldinformatsioon osakonnast

e Standardite hea tundmine
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Auditi plaanimine

Eesmark

Skoop

Standardid ja juhendid
Meeskond ja juht

Auditi kestus
Kontakt-osakonnad/isikud

Maarata kuupaeyv ja
kellaaeg

Kontroll-list
Konfidentsiaalsusnduded
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Auditi sagedus

« Auditeerimise sageduse maarab klient (va. nt.
Finantsinspektsiooni audit)

* Auditi sageduse maaramisel arvestatakse:
— Eelmiste auditite tulemusi
— Toimingu olulisust ja seisundit
— Maaratletud ndudeid

— Olulisi muudatusi juhtimises, organisatsioonis,
poliitikates, tehnoloogiates

— Muudatusi stusteemis endas

« Siseaudit voib toimuda regulaarselt vastavalt
juhtkonna otsusele
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Kontroll-listid




Kontroll-listid

Aitavad auditit planeerida

Tagavad pohjalikkuse ja jarjekindluse
Maaratlevad olulised kontroll-punktid
Tadrivad auditit
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Kontroll-listid — sisu

Organisatsioon
Vastutused/6igused
Kvalifikatsioon/koolitus

Mittevastavuse kontroll
Leiud
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Info kontroll-listideks

Standardid

Juhtkonna prioriteedid

Sise- ja valisauditite aruanded
Toote/protsessi info

Piirangud
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Dokumentide uUlevaatus

TOOprotseduuride vastavus standarditele
Eelnevate audite korrigeerivad toimingud
Kontroll-listide vormid

Moned klsimused:
— Missugused on osakonna funktsioonid?

— Missugused nendest funktsioonidest on
olulised?
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Auditi eelne teavitus

* Teavita aegsasti auditi toimumise ajast,
kestusest, skoobist

* Veendu, et vajalikud to6tajad on teavitatud
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